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Under “Settings”, select “Privacy”
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As applications request access to your data,
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Select “Location Services”.
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Under the Location Services menu, you can see which apps have access to your location. It is highly
recommended that you select “Never” for the camera. This will prevent for iPhone from embedding
location metadata into your pictures.
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Under the Location Service Menu, select “Share My Location”.
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¢ Back Share My Location

Share My Location

From This Device
Share your location with family and friends in
Messages and Find My Friends

People who can see your location will appear
here.

It is recommended that you keep this feature “Off”. This will prevent your phone from sharing your
location with Find My Friends and your messages.
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Under “Location Services”, you can see every app that is utilizing your location. Scroll to the bottom and
select “System Services”.
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Scroll to the bottom and select “Frequent Locations”.
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Frequent Locations L )

HISTORY
Exeter, New Hampshire
1 location recorded on 9/16/13

Durham, New Hampshire
4 locations recorded 9/12/13 - 9/16/13

Rochester, New Hampshire
1 location recorded on 9/14/13

Clear History &~

In “Frequent Locations”, you can see everywhere your phone has tracked your location. It is
recommended that you clear your history and turn the “Frequent Locations” off.

ee000 Verizon LTE 15:47 o} 27% M

£ Settings Privacy

Location Services On
| Contacts
Calendars
Reminders
8 Photos

Bluetooth Sharing

Microphone

As applications request access to your data,
they will be added in the categories above

W Twitter

'i Facebook

As applications request access to your
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Return to the “Privacy” screen.
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< Settings Privacy
¥ Health

HomeKit

As applications request access to
your data, they will be added in the
categories above.

a Twitter

ﬂ Facebook

As applications request access to
your social accounts data, they will

be added in the categories above. /

Diagnostics & Usage /

Advertising

Scroll to the bottom and select “Diagnostics and Usage”.
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{ Privacy Diagnostics & Usage

Automatically Send

Don‘t Send v

About Diagnostics &
Privacy...

Diagnostic & Usage Data

Diagnostic & usage data will not be sent to
Apple.

It is recommended that you select “Don’t Send”. This will prevent your operating system from sending
daily information to Apple concernings your usage.
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£ Settings Privacy
¥ Health
HomeKit
As applications request access to

your data, they will be added in the
categories above.

u Twitter

ﬁ Facebook

As applications request access to
your social accounts data, they will
be added in the categories above.

Diagnostics & Usage

Advertising /

Return to the “Privacy” screen. Select “Advertising”.

eees0 Verizon LTE 09:21 7 .

< Privacy  Advertising

Limit Ad Tracking [ )

Reset Advertising Identifier...

About Advertising & Privacy...

It is recommended that you turn on the “Limit Ad Tracking” function. This will prevent your phone from
tracking your actions concerning advertisements.
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£ Settings Privacy

g Microphone

ﬂ Camera
¥ Health
HomeKit

d Media Library

Motion & Fitness

u Twitter
n Facebook

As applications request access to your social
accounts data, they will be added in the
categories above

Return to the “Privacy” menu and select “Motion and Fitness”
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{ Privacy Motion & Fitness

Motion & Fitness allows apps to access sensor
data including body motion, step count, stairs
climbed, and more.

Fitness Tracking

It is recommended that you turn the Fitness Tracking “Off”. This prevents your phone from constantly
tracking your daily steps and movements in the “Health” application.
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J1  Music
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Videos

%8¢ Photos & Camera

lag iBOOks
@ Podcasts / |
& Game Center
g Twitter
'a Facebook
®® Flickr
Vimeo

Under “Settings”, select “Game Center”.
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¢ Settings Game Center /
GAME INVITES ‘
Allow Invites ”

¥

Nearby Players

« Allow friends to invite you to play games.
= Allow nearby Game Center players to find
and invite you to multiplayer games over

Wi-Fi or Bluetooth.

GAME CENTER PROFILE

FRIEND RECOMMENDATIONS

§ Contacts

'i Facebook

Get personalized friend recommendations by
uploading your contacts or connecting with
Facebook

It is recommend that you turn off the “Allow Invites” and “Nearby Players” functions. This prevents your
Game Center from sending out your location to nearby iPhones to connect to play games.
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Find My Friends

Toronto
o

@ =
Location Services off

—

Select the “Find Friends” App from your main iPhone screen. Select the bottom ribbon.
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Me

SHARE MY LOCATION FROM:

The location of the selected device will be
shared with your friends.

INVITATIONS
sons (|
Allow Friend Requests { )

SHOW GEOFENCE ALERTS FROM:

Everyone

Only My Friends “

It is recommended that you turn off “Share my Location” and set your Geofence Alerts to “Only My
Friends”.
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